[image: A picture containing text, clipart

Description automatically generated]



Patient Connect - Privacy Policy

Effective Date: October 1, 2024

Welcome to Patient Connect. 

This is the Privacy Policy for Patient Connect, the patient portal made available to residents of the State of Connecticut by Connie, Connecticut’s designated health information exchange (“Connie”). 

About the Privacy Policy

This Privacy Policy applies to your access to and use of Patient Connect, which is found at http://conniepatientconnect.org and includes the products, services, technologies, online platforms, and other offerings contained and available therein (collectively, “Patient Connect”).

Please read this Privacy Policy carefully before accessing or using Patient Connect. By accessing Patient Connect, you accept and agree to be bound and abide by this Privacy Policy and our Terms of Use (available at: http://conniepatientconnect.org). If you do not agree to this Privacy Policy or the Terms of Use, you may not access or use Patient Connect. 

This Privacy Policy will help you understand how Connie collects and uses personal information about you when you access and use Patient Connect (“Personal Information”). This Privacy Policy also describes the choices available to you with respect to your Personal Information and how you can access and update such information. 

The Personal Information We Collect

There are two categories of Personal Information that we may collect about you – information you provide to us when creating and maintaining a Patient Connect account and information we collect automatically while you use Patient Connect. Each of these categories is explained below. We strive to collect only the Personal Information reasonably necessary to effectively and efficiently provide and operate Patient Connect. 

Information We Collect When You Create a Patient Connect Account: We may collect the following Personal Information from you when you create a Patient Connect account:
· Name
· Government Issued ID
· Physical Address
· Phone Number
· Email Address
· Date of Birth
· Gender
· User Name
· Password

Information We Collect Automatically When You Use Patient Connect: We may collect the following types of technical information automatically when you use Patient Connect:
· Log Information: We may collect server log information when you use Patient Connect, which may include (but may not be limited to) the date and time of your visits and/or logins (if registered), the pages viewed, and time spent on Patient Connect.
· Device Information: We may collect information about the computer or mobile device you use to access Patient Connect, including the hardware model, operating system and version, and the web browser you use.
· Usage Information: We may use various technologies to collect additional information about your use of Patient Connect, which pages you view, which features you use and how often, how much time you spend on pages or functionalities, and which links in Patient Connect you have clicked on.

How We Use the Personal Information We Collect

This section describes how we may use the Personal Information we collect about you. We may use the information in the following ways:

· To validate the identity of a Patient Connect user for privacy and security purposes;
· To provide, maintain, and improve Patient Connect;
· To analyze and track the activity of our users;
· To respond to your requests for information or customer support;
· To protect our community by investigating possible violations of and enforce our contracts, including this Privacy Policy and our Terms of Use; and
· To comply with our legal and/or regulatory obligations.

How We Share the Personal Information We Collect

We will not share your Personal Information with another entity except in limited circumstances. These circumstances include the following:
· When you allow or direct us to share your Personal Information with another person or company; 
· Please note that once we share your Personal Information with another company in the above circumstances, the information received by the other company is controlled by that company and becomes subject to its privacy practices.
· When companies perform services on our behalf; and
· In connection with enforcing our Terms of Use, to ensure the safety and security of our users and third parties, to protect our rights and property and the rights and property of our users and third parties, to comply with legal process, or in other cases if we believe in good faith that disclosure is required by law.

We may also anonymize Personal Information and share that information for purposes related to the operation of Patient Connect and the health information exchange. 

How Can I Access and Manage My Personal Information?
You have several options to manage your Personal Information contained in Patient Connect. Your options depend on the source of the information:
· Information You Provide: You may correct or delete account registration information directly through Patient Connect. This includes your email and other contact information you used to sign-up for Patient Connect.
· Account Deletion: You may choose to delete your Patient Connect account at any time. Deleting your account will remove all account registration information from Patient Connect, but will not delete the health information and records retained by your healthcare providers.
· Information from Healthcare Providers: The health care information you may access through Patient Connect has been provided to Connie by your health care providers. You cannot modify or delete this data within Patient Connect. However, you can contact your healthcare provider to request modifications or deletions. Your healthcare provider will assess and process your request in accordance with applicable laws and regulations.
Please note that while we strive to accommodate all requests for data modification or deletion, there may be circumstances where we are required to retain certain information for legal, regulatory, or other legitimate business purposes.
If you have any questions or need further assistance managing your account or your Personal Information, please contact us using the contact information below.
Can I Opt-Out of Providing My Information?

You cannot opt out of providing the Personal Information required to register for, and use, Patient Connect if you wish to access and use Patient Connect. 

Third-Party Websites

Patient Connect may include links to websites or access to services operated by third parties for your convenience and information. All of these websites and applications operate independently from Connie and Patient Connect, and we do not control their privacy practices. We encourage you to review the privacy policies of any third-party websites and applications that you use to better understand their privacy practices.

Disclaimers

Patient Connect allows you to access your health information. The health information available in Patient Connect is provided to Connie by your health care providers. The following disclaimers apply to the health information accessible through Patient Connect:
· Data Availability: The health information accessible through Patient Connect is provided by the healthcare providers whose data is available in Connie. Not all healthcare providers have data available through Connie and therefore, not all of a patient’s healthcare information may be available through Patient Connect. 
· Accuracy and Completeness of Health Information: Connie does not guarantee that all information is correct, current, or complete. Patients are encouraged to consult directly with their healthcare providers to verify and clarify any incorrect or incomplete medical information. Additionally, Connie may not receive all of a patient’s health information from a healthcare provider. The completeness of the records available through Patient Connect is dependent on the data available from each healthcare provider and any applicable legal or technical data sharing limitations.  As a result, patients may need to obtain additional information directly from their healthcare providers.
· Opt Out: Individuals who have opted out of Connie do not have access to their health care information through Patient Connect. 

Information Security

Connie takes care to protect the integrity and security of our systems and the information we collect and store. We maintain a range of security safeguards designed to protect against unauthorized access to Personal Information. 

As your account is protected by a password, we ask that you keep your password secure and do not share it with anyone else in order to provide maximum protection for your account and the information contained therein.

In the event of any data breach, we will notify you if and as required by law.

Information Collected from Visitors Outside the United States

If you are using Patient Connect from outside the United States and you provide us with Personal Information or we collect Personal Information from or about you, please note that your Personal Information will be transferred, stored and processed in the United States. The laws of the United States applicable to the storage and use of Personal Information may be less protective than the law of your jurisdiction.

Updates to Our Privacy Policy

Connie may update this Privacy Policy from time to time to reflect changes in our practices, services, or legal requirements. The date at the top of this policy indicates when it was last updated. If we do make significant changes, we will notify you by one or more of the following methods:
· Notification Upon Sign-In: Before you access your Patient Connect account, we will notify you of updates to this Privacy Policy. Your continued use of Patient Connect following such notice will constitute your acceptance of the updated policy.
· In-Portal Notifications: You may also receive a notification immediately after logging in to your account to inform you of any updates to the Privacy Policy.
· Email or Other Direct Communication: We may contact you using the email address or contact information associated with your account to notify you of changes.
We encourage you to review this Privacy Policy periodically to stay informed about our privacy practices. Your continued use of Patient Connect after changes have been communicated will signify your acceptance of those changes.

How to Contact Us

If you have questions or comments about this Privacy Policy or Patient Connect, please contact us at:

EMAIL: info@ConnieCT.org

PHONE: (888) 783-4410
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